OT3bIB ohHuHAALHOIO ONNOHEHTA
HA THCCEPTANHI0 HA COMCKAHME YHEHOIl cTenenn
KAH/AHAATA NOJHTHYCCKHX HAYK
Ecuesa Dapaapa Taiimypazosnua
Ha Temy: «Pojibh BHPTYAILHBIX TEXHOTOTHIT KONGAHKTHOH Moduansaunn B
NPOTHBOAECHCTBHH NOJAHTHYECKOMY NPOTECTY»
no cneunaabiocTu 5.5.2, — «lloamrnyeckne HHCTHTYThI, NPOUECCHI,
TEXHOJ0THI»

Jucceprauus D.T. Ecuesa nocssiieHa HEC/el0BaHNIO MPE3BLIYaiiHO BAKHOMH
M AKTYAJALHOH /IS COBpPEMEHHOH MONHTONOTHH MpOONEMATHKH — pOJH
BHPTYAIbHBIX TEXHOJMOTHH KOH(DIMKTHOH MOOMAH3AUMHM B [POTHBOACHCTBHH
nonuTHYecKoMy mnpotecty. [lpoTHBoseHcTBHE WM ABAAETCA OJHOH H3 3a1ad
obecneyenuss HHMGOPMALMOHHOM 0E30MaCHOCTH TrOCYAApeTBa, NO3BOMAIOUIEH
JAIMTHTE  TOCYJAPCTBEHHBIH  CyBepeHHWTeT OT  BHElIHero  BO3AeHiCTBHA
He/py/KeCTBEHHBIX rOCY1apeTB i OpraHH3alHil.

B cospemenHoM o0ulecTBe BHPTYAILHLIC TEXHOJOTHHM CTAlM MOLIHBIM
HHCTPYMEHTOM OpPraHu3alny 1 MOOH/IH3ALMH MPazKAaH. ITO CYUIECTBEHHO BIHACT
HA MOAMTHYECKHE MPOLECcch B pasiHuHBIX cTpaHax. C y4eToM akTyalbHOro
MOJMTHHYECKOTO COCTOSHMA B MHPE, XapaKTepH3yeMoro BhICOKOH CTENEHBIO
«TypOyJI€HTHOCTHY, @ TAKIKE AKTUBHBLIM pa3BUTHEM UM(POBBIX TEXHOIOTHIA,
JIAHHOE HCCNIeI0BaHHe HMeeT aKTyalbHOE 3Ha4YeHHe.

B stoil ceasu, auccepraunonHoe uccnenosanue J.T. Ecuesa, nocssuienHoe
H3YYEHHIO POJH BUPTYATbHBIX TeXHOJOruil KOHGIMKTHON MoOnIM3aumn B
MPOTHBOAEHCTBHM NOTUTHYECKOMY MPOTECTY Ype3BblYaiHO 3HAaYUMO. Pe3ybrarhi
MeCIeI0Balus JOMKHBL ObITh BocTpeboBaHbl kKak B Hay4yHOH cdepe, Tak U B
MPaKTH4ecKOH IUIOCKOCTH ¢ TeM, 4TOOBl COAEHCTBOBATE  IMOBBLILICHHIO
sdpexTnsHocTH noanTHKN Poccuu Ha JaHHOM HANpaBIeHHH.

[Llupokuii Maccue oTevecTBeHHOH M 3apy0e/KHONH Hay4YHOW JTHTEPATYphbl, Ha
KGT{)phIH QIupaeTcs COHCKATCIE, CBHAETEIBCTBYET O CTPEMIIEHHH [1pOBECTH
oObexTHBHOE HeciepoBanne. [lpu 2TOM, TeopeTHKo-MeTo0a0rnyeckas 0asa
OTpaKaeT MeXAMCLMIUIMHApPHBIA Xapaktep aucceprauuu. B uactHocTH, asTop
HCTOAL3VET CUCTEMHbIA, CTPYKTYPHBIH H CPABHHTENBHLIH METO/ALI, a TakMe
KOHTeHTHBIH aHanui wu wmerogonorno OSINT win pa3sBeaky Mo OTKPBITBIM
HMCTOYMHHKaM.

Hayunas nwoBusna paboreiD.T. Ecuesa npeaonpesessercs nocTaHoBKOM
nend W 3anav wccaenmosanus. [lens 3axmovaercs B ONpelaeneHHH OCHOBHBIX
crniocoGOB M METON0B  MNPOTHBOAEHCTBUS — TEXHONOIMAM  KOH(IMKTHOH
MOOHIH3ALMHA B HHTEpHET-pocTpancTse. M3 1eau 1ornyecky BEITEKaIOT 00BEKT 1
npenMer HecnenoBaHus -KoHGIUKTHas MoOuiaM3aumMs oOliecTBA B HHTEPHET-
NpOCTPaHCTBE, OCYLIECTBASEMas B UEAAX T[OJHTHYECKOH AecTadnin3aLun
COBPEMEHHBIX rocyaapeTs (00beKT), GOpMBL, METO/IbI, TEXHOIOTHH KOH(IMKTHOH
MOEHJIH?-HI.I,E‘IH B  HWHTEPHET-IIPOCTPAHCTEE, NpUMEeHAeMEIC 1118 BOBJCHCHMH
rpaiaad B [OJHTHYECKYI TPOTECTHYIO AesTenbHoCTh (Ha marepuazax CLUA,
KHP u Poccun) (npeamer).




ABTOp YCHELIHO pemaer CHOPMYTHPOBAHHBIE HCCIIEAOBATENLCKHE 3a144H:
BBISB/CHBI OCOOEHHOCTH H OCHOBHBIE 3TAMNbI YBOIIOLMH BUPTYANBHBIX TEXHOIOTHIT
KOHQIMKTHON MOOHMAM3ALMK; BbiIeNeHbl M KJaCCH(DHUMPOBAHEl  MHTEpHET-
TEXHONOIHH KOH(QIMKTHOH MOGHIH3ALMK, YCTAHOBJIEHDI (hopMBl H  MeTOBI
NPUMEHCHISA TEXHONOINH KOHQIUKTHON MOBUIH3amMu U ynpasieHus npoTecTom
B KHP u CIIA, onpenenensl ux cxoucrsa u pasH4us, onpeneeHbl OCHOBHBIC
NOAXOAbl K OpraHM3auMd MPOTHBOAEHCTBHA  BHPTYAILHBIM  TEXHOJIOrHIM
KOHDIUKTHOH  MOGHIM3aIHH, lpnmensemebie B Poccuiickoit  Beaepaunn,
BbIpaboTatbl PQEKTHBHBIE METOAB MPOTHBOACHCTBHSA MHTEPHET-TEXHOIOTHAM
KOHQUIMKTHOR ~ MOOMIM3AUMH,  YUHTHIBAIOLIME AKTYQIBHOE  COCTOSIHHE
MEKAYHAPOAHOH MONNTHKH, 0003HAYEHBl KOHKPETHbIE NpeanoKeHus s
yKpersienus uudposoro cysepenutera Poccuiickoii Depepannn  nocpescTBOM
Pa3BHTHA  CHCTEMbl IPOTHBOJCHCTBHI HHTEPHET-TEXHOIOIHAM KOH(IHKTHO
MOOHIH3ALIHH.

JlorudHoe M rpaMOTHO  CTPYKTYPHPOBAHHOE  H3/IOKEHHE MaTepHaa
CBHICTCIBCTBYET O BBICOKOM HAay4yHOM noTeHuwuane auccepraunu .T. Ecuesa.
OGocHoBaunasi aprymeHTalis MO3BONNET BBLIABHTE CYLWHOCTh, ColepkaHie H
OCOOEHHOCTH  NPEAMETHO-00BeKTHOI cepsl.  Pexomengauum m BBIBO/IbI,
Cogepikamecs B pabote, XOpOLIO APryMEHTHPOBAHBI M OBNANAIOT BBICOKHM
YPOBHEM 10CTOBEPHOCTH. [lonokeHHs, BLIHOCHMBIE HA 3alUMTY, 0GNAAAIOT
Hay4HO# HOBH3HOMH M OTpaKaioT npodiemMHoe noJje Heeae10BaHus.

B nepsoii rnase couckarens pacematpusaer TEOPeTHKO-METOA0I0IHYeCKHe
OCHOBAHMA HCCIEA0BaHHA (PeHOMEeHa KOH(QIMKTHOH MOGHIM3AUMH B HHTEpHeT-
MPOCTPaHCTBE,  ABTOp  aHalmM3upyeT (eHOMeH  CceTeBoil KOH(IHKTHOM
MOOHM/IM3ALMH B CHCTEME HHCTPYMEHTOB MOJMTHYECKON MoOHIH3aLMK. [Tomumo
pOtero,  asTOp  MpeinaraeT  KIacCH(HKALUMIO  HHTEpPHET-TeXHOIOrHii
KOH(IMKTHOH MOOMIH3alMH, KOTOpas B aanbHeMIIEM [03BOJISET OnpeennTh
HOAXOB! OPraHH3aToOPOB MPOTECTOB K MCMOIBL30BAHMIO 3THX TEXHOIOIHH, a TAKKe
MNOAXO0Ab! TOCYAAPCTE K NPOTHBOASHCTBHIO MM.

Bropas u Tperss rnaBel HOCAT NpHKIALHOE MPakTHKO-OPHEHTHPOBAHHOE
3HAuCHHE.

Bropas rmasa nocesiena ocobeHHOCTSM MCTONB3OBAHMS  TeXHOIOMMIT
KOH(UIHKTHOR MOOHIM3AMMN ONNOIHLUMONHBIMH ABHKeHHIMH B CLLIA 1 KHP.
OcoGoe BHMMaHHE yieneHo H3YUYEHHIO NPOTECTHOH AKTHBHOCTH B [ OHKOHIe B
2014, 2019 u 2020 rogax, a TaKKe OTJEAbHbIE NpeLeIeHThbl HCTIOAL30BAHMS
UHTEPHET-TEXHOJIOTHH KOH(AMKTHON MOOM/IMIALNE B MaTepHKOBOI Yacti KuTas.
[TomuMmo  atOrO, dBTOP H3y4YaeT NpPHMEHEHHEe ITHX TeXHOJNOTHi B paMkax
PeABLIOOPHEIX KaMnaHuil Kanan1aToB B npesugents CILIA na BeIOOpax B 2012,
2016 u 2020 romax, a Takke MpeHeNeHT C 3aXBaTOM 3IAHHS AMEPHKAHCKOI0
Kanuronus B8 2021 rogy. Hsyuenme mnepeuncieHHbIX COGBITHA MHOIBOMIIO
cpopMyTHPOBATE  MOAXOABI  OMMOIHIHOHHBIX I rOCYyAapcTBeHHbIX CHII K
OpraHu3alMy  KOH(QAMKTHOH MOBMAM3ALMK  HaceleHHA B NePEeYHCI/IEHHBIX
Focy1apeTBax ¢ NOMOILILIO HHTEPHET-TEXHONOMHIL

B Tperweii rimase puHumanme COCPENIOTOYMEHO HA H3YV4YeHHe ocoDeHHOoCTel
NPOTHBOACHCTBHA TEXHONOIHAM KOMGAMKTHON MOGMAM3ALMH B HHTEpPHeT-

)
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npocTpadcTe. B pamkax 5Tol riasel aBTOp MpeACTAaBIAET AHANM3 MOAXOJ0B K
nporuBoaeiicTeHio aaHHoMy (peHomery B CIIA, KHP u Poccuiickoil ®enepaumnu.
JloctonHeTBOM paboThbl ABISETCS TO, YTO ABTOP HE TOIBKO OMUCHIBAET aKTyallbHOE
HAMoOJHEeHHe  TOJXO0J0B K  MPOTHBOACHCTBHIO  HHTEPHET-TEXHOIOIHIM
KOHDIAMKTHOH MOOM/IM3aUMM, HO W NPeAIaraeT BapHaHTBl PasBHTHA ITHX
MOAXOA0B.

B 1O e Bpems [pejicTaBleHHAd JUCCEPTALNS HE JIMIIeHA OTIeNbHBIX
CMNOPHBIX MOMEHTOB.

Bo-nepBbiX, aBrOp JMUIL HACTHYHO  KacaeTes TeMbl  oDecrneveHus
kubepbesonacHocT® rocyaapersa. Kubeparaku BXOMST B [epedeHb yrpos
HauHoHAIbHOH OezonmacHocTH cormacHo Yrasy [lpesunenra PO or 02.07.2021
Ne 400 «O Crpateruu HaumoHanbHoOR OesonacHocTH Poccuiickoli Qeaepaliniy.
bonee mnoppoGHoe wu3ydeHHe [JaHHOTO BOMpOCa MO3BOJAMNO OBl YIIIYOHTE
rpobneMHOe MoJe MCCIEI0BaHUs M NPEUIOKHTE JONOIHHTEIbHBIE METObI
NPOTHBOAHCTBHA UHTEPHET-TEXHOMOIHAM KOH(MIMKTHOH MOOKIM3ALINH.

Bo-sropbix, TpefyeT JoNONHATENbHOI apryMeHTaunu Tesuc asropa Ha C.39
0 TOM, MTO «AHAIN3 HCCIENOBAHHH, MOCBALICHHBIX BHPTYAJIBHBIM TEXHOIOTHAM
KOH(IHKTHOR MOOHIH3ALHH CBHIETE/ABCTBYET O HAIHYHH [POTHBOMNOIOKHBIX
MOAXOA0B K BOCHpHATHIO 93TOro (enomena. Eciam oaHH  MecienoBatelu
BOCIIPHHHMAKOT €ro, Kak HaCTOSLY YIposy, TO JAPYrHe MpHAepKHBAIOTCH
MHEHHH, 470  HHTEPHET-TeXHOJOrMH  KOH(pAMKTHOH  moOwimzaumn  —
HCKJIIOUMTEILHO HMHCTPYMEHT W HUKaKkoH OnacHocTH camu no cebe He
npeacrasnatoT». [oyemy He npeacrasnsior? M B kKakom ciyuae He NPeACTaBIAOT.

B-TpeTbux, B UCCIEI0BAHHH MHOI'O PHCYHKOB U M/UIIOCTPALIMH, [IOHATHO, YTO
OHH YCHIIHBAKOT aBTOPCKYIO MO3HLMIO MPH PACCMOTPEHHH [JaHHBIX BOIIPOCOB, HO
He JyYiue 1 OBLIO X CBECTH B OT/1/IEHBIE [IPHIIOKEHHS.

B-ueTBepThIX, aBTOp O4YeHb JAET&AbHO PacCMOTPENl BOMPOCHl IPOSBICHHA
KOH(MIMKTHOI MOOH/IM3ALNH B HHTEPHET-IPOCTPAHCTBE M IPOTUBOAGHCTBHS UM B
3apy6esxHOl 1 oTeuecTBeHHOH npakTHke. B TO ke BpeMms, AyMaeTcs, 410 eciu Obl
OBUIM PAaCCMOTPEHBl JaHHbBIE BOMPOCHl € YYETOM COBPEMEHHBIX MPOLECCOB ¢
vuerom nposeaeHus CBO no penauudukammy M AeMHIHTAPH3AIMH YKPaHHEL, a
TAKOKe JcKanaluy BpakaedHoro MHGOpMaluHoOHHOro BoddeficTeus Ha PoccHio co
CTOPOHBL CTPaH «KONJIEKTHBHOLO 3anajia», AHCCEpPTalMA 3HAYMTENBHO Obl
BbIMIpasla.

Bsmecte ¢ TeM, yKazaHHbIE 3aMEYAHHN HE YMAIAOT  3HAYMMOCTH
JMCCEPTALIHOHHOrO  HecneaoBanua.  [ucceprauusa orsedaer  TpeGoBaHHAM,
VCTAHOBIEHHBIM  MOCKOBCKHM — roCyAapCTBEHHLIM — YHUBEPCHTETOM — HMEHH
M.B.JlomoHocoBa K paboram nopodHoro poaa. Coaepikadue aucceprauuu
cooTsercTByeT cnemuanbHocTd 5.5.2, — «[loAMTHYECKHE MHCTHTYTHI, IPOLIECCEL,
TEXHOIOTHHY (M0 MOJHTHYECKHM HayKaM), a TakKe KpPHTepHsM, ONpeae/eHHbIM
. 2.1-2.5 TlonokeHHs © NPHCYXKICHHM YueHbIX cTteneHeil B Mockosckom
rocyaapcTeeHHoM yHHBepcHTere umeHH M.B.Jlomonocosa, a Takme odopmiena
cornacHo TpebGoBanuaM [lonokeHnwss © coBere NO 3alMTe AMCCepTALMH Ha
COHCKAHHE YYEeHOH CTeneHH KaHIMJaTa HAyK, HAa COMCKAaHWE Y4YE€HOH CTeneHH




AokTopa  Hayk  MOCKOBCKOro  rocyJapcrBeHHOr0  YHHBEPCHTETA  HMMEHH
M.B.JlTomonocosa.

Huccepraums  Ecuesa D.T. coorsercisByer cneumansHocTH 5.5.2. -
«lTonmuTHYECKHe MHCTHTYTBI, POLECCHl, TEXHOIOTHH», @ HMEHHO CIeAVIOLIHM ee
HanpasienusaM:  [lonuTHueckoe  moBeJeHMe M yyacTHe:  ApTHKYJALKA,
arperMpoBaHne MHTepecos, Gopmbl Mobmimzauuu (5); 'paxaanckoe obuiectso:
TEHAEHUNH 3BOIOLMH, TEPCreKTHBLl Pa3BUTHA M HALMOHANbHBIE Mogenu (7);
[TonuTHueckuii mpouecc: CYIIHOCTh, WCTOYHHKH, CTPYKTYPa, COLMA/ILHBIE
OCHOBAaHMA K cpenosbie Gaxtopsl (14); [Meuxonornyeckue acnekTsbl NOMHTHYECKHX
npoueccos (13); ['mobGanusanmus, cereBHsaums W UMPPOBU3ALNA: 1OTHTHIECKHE
acnekTwl (19); Counanbibie ¥ noauTHYeckue KOHGIUKTH NMPUYHHBL, (GAKTOPLI,
TUIIbl W TEXHOAOTHH peryauposanuns (26); MudopmaunonHsle npoueccsl w
yOpasieHHe - MOMHTHYECKHMH  KOMMYHHKALHAMH:  TpandumoHdsie CMK,
colMa/lbHble MeAHa u cern (29); [loMTHYECKHe TEXHONOIMK M clieunduKa Hx
npumererus (30); [NonuTnueckue pUckn: MOCIH B TEXHONOrHY YIipasieHus (32).

Taknm obpasom, couckarens Ecues Dnpaap TaitMypazoBuu saciyskusaer
NPUCY/KAEHMS  YYeHOH  CTeneHH  KaHAWaTa [OJMTHYECKHX  HAyK 1o
cneunansbHoCTH 3.5.2. — «IlonuTHYeCcKHe HHCTHTYTE, MPOLECChl, TEXHOMOTHI.
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JoxTop noaMTHYeCKHX HAVK, JAOLEHT
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